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DEPARTMENT OF THE AIR FORCE
HEADQUARTERS AIR FORCE COMMUNICATIONS AGENCY (AFCA)
SCOTT AIR FORCE BASE ILLINOIS

SEP 02 2004
MEMORANDUM FOR AFMC/MSG

FROM: HQ AFCA/WF
203 West Losey Street Room 2100
Scott AFB IL 62225-5222

SUBJECT: Certificate of Networthiness (CoN) for Automated Technical Order
Management System (ATOMS (D359)) Version 2.0 SP2

References: (a) System Security Authorization Agreement (SSAA), 26 Feb 04
(b) ATOMS version 2.0 CON1-2000391-170504-01-0

1. ATOMS (D359) version 2.0 SP2 is compliant with Air Force policy and is hereby
issued CoN number CoN1-2000391-190804-00-0.

2. An assessment determined the overall risk rating for ATOMS (D359), version 2.0
SP2 is low and does not adversely impact the security, network compatibility and
interoperability of the Air Force Terrestrial, Air and Space Communications Network.
AFCA has confirmed that the passwords are now masked. Therefore, the timed
condition identified in the previous CoN (ref. b) is met with the release and
implementation of Version 2.0 SP2. Per the Program Manager, all users of ATOMS
version 2.0 shall migrate to ATOMS version 2.0 SP2 NLT 31 Oct 04. Note that the
timed condition for ATOMS version 2.0 will not be lifted or resolved.

3. This CoN is for this version only. The Program Manager must notify the POC below
of any subsequent releases or changes to the system’s security, interoperability, or
sustainability to determine if a new networthiness assessment is required.

4. My POC for ATOMS is MSgt Brian Sherman, HQ AFCA/WFSL, DSN 779-6261 or
e-mail: afca.wfsl@scott.af.mil.

Woma g rble)

ALMA J. MILLER, Colonel, USAF
Director, Warfighter Capabilities and Logistics

Atch:
ATOMS (D359) Version 2.0 SP2 Port, Protocol and Services Matrix, [21 Oct 03]

cC:
MAJCOM CtO Offices
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Attachment 1: ATOMS (D359) Version 2.0 SP2 Port, Protocol and Services Matrix, [21 Oct 03]

Area of Operation
gsggg (Provide general source and
ero destination endpoints)

Port(s)|Protocol|Service Description and Purpose

20 o1 ETP Sending Technical Order Publication

Indef. |Used for the AIG Interface
Requests

Used to send orders from TODAs to
Indef. [TODOs and from contractor TODOs to
their Contracting Officer

443 TCP |HTTPS |Secure web access. Indef |Used for the AFTOX interface

Sending Tech Order Publication
25 25 SMTP Requests and related data
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