
Standard JCALS System Roles and Privileges 

For AF TO System Field operations:

A System Administrator (SA) and Functional Administrator (FA) will support AF sites where JCALS is operational and merged into JCALS Enterprise Wide Area Network.  The SA and Site or Group FA(s) will work together to establish organizational and functional permissions (JCALS roles and privileges) necessary to enable personnel at a site to successfully use JCALS infrastructure and JCALS Joint Technical Manual (JTM) Application tools to complete assigned TO system operation responsibilities and tasks.

Four principal field-level roles are established to accomplish TO System distribution and improvement process field operations as defined and described in TOs 00-5-1 and 00-5-2.  These roles are given names corresponding to names used in the TOs.  The roles are Functional Administrator (FA), Product Improvement Manager (PIM), Technical Order Distribution Office (TODO) and TO Distribution Account (TODA).  These roles include the privileges needed to accomplish JCALS tasks associated with each of the roles.  

Functional Administrator – FA:  An experienced TM Account Point-of-Contact (POC) (TODO) will be delegated the responsibility of JCALS FA in a TO-using organization.  An FA may be established at a Wing/Base or Group level (or both).  The principal function of an FA will be to assist organization personnel to become proficient using JCALS applications to accomplish TO System business.  In addition to the following role and associated privileges, an FA must also have the roles given to other JCALS users at the site.  This will ensure that the FA will be able to assist the SA and all users when investigating JCALS system capabilities.

	Priv. Code
	Privilege Name

	26
	(Workfolder) Delete/Undelete Object from Workfolder

	28
	(Workfolder) Launch Editor

	86
	(Distribute TMs) Approve/Disapprove TM Account Request

	87
	(Distribute TMs) Approve/Disapprove TM Account Security Level

	143
	(Distribute TMs) Approve/Disapprove ID Security Level

	157
	(IRTS) IRTS Assignment


Product Improvement Manager – PIM:  This role and corresponding privileges will enable an individual to complete TO System tasks and responsibilities of the Product Improvement Manager (PIM) as established and described in TO 00-5-1.

	Priv. Code
	Privilege Name

	26
	(Workfolder) Delete/Undelete Object from Workfolder

	28
	(Workfolder) Launch Editor

	63

	(Improve TMs) Recommended Change - Set Priority

	223
	(Improve TMs) Recommend Change - Submit


Technical Order Distribution Office – TODO:  This role and corresponding privileges will enable individuals designated on an AFTO Form 43 to complete tasks and responsibilities associated with providing TO Account administration services to a TO-using organization as established and described in TO 00-5-2.

	Priv. Code
	Privilege Name

	26
	(Workfolder) Delete/Undelete Object from Workfolder

	28
	(Workfolder) Launch Editor

	88
	(Distribute TMs) View Master Address Report

	91
	(Distribute TMs) View New TM Account Report

	94
	(Distribute TMs) View TM Account Initial Distribution Report

	100
	(Distribute TMs) Obtain Publication Order Status

	134
	(Stock TMs) View Back Order Reports

	135

	(Stock TMs) View Stock Reports

	140
	(Distribute TMs) View ID Publication Inventory by Subaccount Report

	142
	(Distribute TMs) View Initial Distribution Publication Inventory Report

	144
	(Distribute TMs) View Account Reconciliation Report

	146
	(Distribute TMs) View TM Subaccount Inventory Report

	149
	(Distribute TMs) Manage Receipt of Pubs

	150
	(Distribute TMs) Distribute Pubs to Subaccounts

	152
	(Distribute TMs) Manage TM Account

	153
	(Distribute TMs) Cancel Publication Order

	155
	(Distribute TMs) Order Publications for Subaccounts

	156
	(Distribute TMs) Request TM Initial Distribution for an Account

	263
	(Distribute TMs) Specify Account ID for a Pub

	264
	(Distribute TMs) Generate ID Report by Account or Pub

	112

	(TM Indexing) Add Management Info-View Dates


Technical Order Distribution Account – TODA:  This role and corresponding privileges will enable designated individuals to complete tasks and responsibilities associated with maintaining a TODA TO library file as established and described in TO 00-5-2:

	Priv. Code
	Privilege Name

	26
	(Workfolder) Delete/Undelete Object from Workfolder

	28
	(Workfolder) Launch Editor

	88
	(Distribute TMs) View Master Address Report

	94
	(Distribute TMs) View TM Account Initial Distribution Report

	100
	(Distribute TMs) Obtain Publication Order Status

	134
	(Stock TMs) View Back Order Reports

	135

	(Stock TMs) View Stock Reports

	140
	(Distribute TMs) View ID Publication Inventory by Subaccount Report

	142
	(Distribute TMs) View Initial Distribution Publication Inventory Report

	144
	(Distribute TMs) View Account Reconciliation Report

	146
	(Distribute TMs) View TM Subaccount Inventory Report

	264
	(Distribute TMs) Generate ID Report by Account or Pub

	112

	(TM Indexing) Add Management Info-View Dates


JCALS Reference Library Manager:  This role and corresponding privileges will be included in the JCALS user profile when the JCALS user will be responsible for placing (cataloging) digital instances of documents into the JCALS Reference Library.  These documents will not be Technical Orders but may include local Operational Instructions (OI) or other documents that may have application to JCALS users assigned to organizations at that site.  Reference Library Manager privileges enable a JCALS user to catalog a document into the Reference Library and set access permissions, archive/un-archive and delete documents and obtain checkout information for a document so cataloged.

	Priv. Code
	Privilege Name

	14`
	(Reference Library) Generate Checkout Log Report

	16
	(Reference Library) Archive/Un-archive Document

	17
	(Reference Library) Delete Document

	20
	(Reference Library) Maintenance

	154
	(Reference Library) Set Document Access Privileges

	7
	(Reference Library) Catalog


Wherever JCALS is employed to accomplish TO system distribution and improvement processes, these roles will be established and included in JCALS system user profiles created by the SA.  Standard roles and corresponding privileges will be used without modification.  A Current list of Standardized AF roles and their corresponding privileges will be maintained at the TO System Information web site (http://pdsm.wpafb.af.mil/toprac/to-syste.htm) and documented in appendix to TO 00-5-1 and/or the JCALS Desktop Instructions.  Notification will be posted to these locations when additional privileges are added to or removed from these standard TO System roles. 

Assigning new roles and privileges.  New roles will not be established that incorporate privileges already included in AF standard JCALS roles described here without coordination with MAJ​COM POCs and the IDE PO.  Coordination is necessary to evaluate impact to AF business practices and to consider application to established standard roles.  Before a new role may be established, the supporting FA and SA must specifically determine if the system privilege(s) required by a user are already contained in an existing JCALS role and use that role if possible..  Once a role is established for a JCALS site – apart from the standard AF roles described above – it may only be modified for all organizations and users.
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