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This manual, in conjunction with AFI 21-401, Engineering Data Storage, Distribution, and Control, provides detailed guidance and instruction for the implementation of policy prescribed for managing engineering data stored, distributed and controlled by authorized Air Force Engineering Data Support Centers (EDSC), or repositories.  This manual applies to all Air Force offices that use, analyze, modify, purchase, or evaluate engineering data elements and is limited to only that information necessary to accomplish engineering data storage, distribution, and control within the Air Force.  This is the initial publication of AFMAN 21-407, aligning it with AFPD 21-4, implementing AFI 21-401, and elevating former AFMC guidance required for the support of Air Force users of engineering data.

Section A – Introduction & Objectives
1.  Introduction.  The Air Force engineering data storage, distribution, and control process applies to all levels of organizations throughout the Air Force.  It is intended to make efficient and effective use of engineering data acquired through contract or developed organically and maintained digitally on the Air Force Joint Engineering Data Management Information and Control System (JEDMICS) and in non-digital records.

2.  Objectives.  The principal objective is to provide detailed guidance for the implementation of AFI 21-401 policy.  Additionally, where operational relationships are established with other functions, this guidance is also provided to enhance the effective use of engineering data in support of Air Force weapons and support systems.  The processes and procedures established are to ensure that standard engineering data control practices are implemented and applied to all activities.

Section B – Control & Management Functions
3.  Delivery and Management of Engineering Data.  Engineering data for official Air Force use may only be delivered to an authorized Category V EDSC (AFI 21-403) and must be adequately protected and controlled to assure it can be used for intended purposes.  All activities involved with the acquisition of engineering data will coordinate with the appropriate Category V EDSC to insure delivery guidance stipulates the correct delivery media, address, and database protocol requirements.

3.1.  Delivered Data Completeness.  Activities determining technical acceptability of engineering data delivered by contract are required to accomplish a completeness evaluation to ensure documents, which are critical and necessary, have not been omitted from the delivery.

3.1.1.  Top-down-breakdown assessments, using the guidelines in MIL-HDBK-288 should be routinely applied in the technical acceptance process.

3.1.2.  Initiate action through the office responsible for DD Form 1423 Contract Data Requirements List (CDRL) preparation to address resolution of all missing data.

3.1.3.  Manual or computer based records are to be established to record deficiencies in contract deliveries and validate corrective actions. 

3.2.  Receipt of Engineering Data.  Satisfactory completion of delivered engineering data reviews is the basis for acceptance of the data by DD Form 250, Material Inspection and Receiving Report, OMB No. 0704-0248 action.

3.4.  Fiscal Planning.  All categories of authorized EDSCs must identify future requirements and forecast funds to acquire necessary materiel to support their functions.

3.5. Engineering Data Replacement.  Procedures will be established and applied to replace unusable, and acquire missing or overlooked, engineering data.

3.5.1.  Official record copies of engineering data requested by repository users that are not usable shall be replaced with usable data copies.

3.5.2.  Repositories will make maximum use of the Military Engineering Data Asset Locator System (MEDALS) and MIL-HDBK-331, Directory of DoD Engineering Data Repositories, to determine if usable data can be located within the DoD.  Additional sources to aid in data searches are D043, Logistics Remote User's Network, D086, Logistics Maintenance Engineering Management Assignments, and Federal Logistics Information System (FLIS).
3.5.3.  When usable engineering data are not available within DoD, repositories will pursue appropriate action to obtain usable engineering data from the source of that data.

Section C--Category V EDSC Customer Service

4.  Engineering Data Requests.  Category V EDSCs will establish, issue, and maintain authorization accounts for all customers requiring access to Air Force engineering data and recertify each customer’s continuing need for access at least annually.  All requests for data from an Air Force Category V EDSC will be accomplished using the following procedures.

4.1.  Action Priorities.  Requests for engineering data shall state the required priority as Emergency, Urgent, or Routine.  EDSCs shall provide data requested or status of action taken within timeframes listed below.

4.1.1.  Emergency:  Mission Capable (MICAP) reprocurements; EDSC response within one working day.

4.1.2.  Urgent:  Line stoppage, essential support equipment (SE); EDSC response within three working days.

4.1.3.  Routine:  All other requests; EDSC response within ten working days.

4.2  Digital Access.  The primary means to obtain engineering data maintained in an Air Force Category V EDSC is through on-line digital access to a JEDMICS database.  Customers without access to an Air Force JEDMICS database must submit justification for inaccessibility in writing to the Category V EDSC of possession.  NOTE:  All documents cited and additional guidance for requesting access, annual recertification, and termination are available through https://techdata.wpafb.af.mil/engdat/access/index.html
4.2.1.  Remote Users.  Customers requiring access to an Air Force JEDMICS database who are not located at that site must submit a request package to the OC-ALC Password Administrator.  This package contains AF Form 4265, JEDMICS Access Request (see attachment 2 for guidance), plus signed and dated letters for Limited (Proprietary) Rights, and Boeing Rights Guard Certification.

4.2.2.  Local Users.  Customers located at the JEDMICS site to which they require access must contact their local Password Administrator for access requirements.

4.2.3.  Annual Account Renewal.  Annual renewal of JEDMICS access is required to maintain currency of need.  The JEDMICS Password Administrators will notify account holders annually between 28 Jan and 28 Feb to recertify their JEDMICS access.

4.2.3.1.  JEDMICS account holders will complete and submit the applicable portions of AF Form 4265 plus signed and dated letters for Limited (Proprietary) Rights, and Boeing Rights Guard Certification.

4.2.3.2.  JEDMICS account holders may submit their recertification prior to notification but no earlier that 15 Jan annually.

4.2.3.3.  All recertification submissions must be received by the Password Administrator no later than 14 Mar annually.

4.2.4.  Access Termination.  JEDMICS account holders no longer requiring JEDMICS access may terminate their access at any time by submitting AF Form 4265, JEDMICS Access Request, to the Password Administrator.

4.3.  Non-digital Media:  Engineering data maintained on non-digital media may be requested by submitting an AF Form 1147, Request for Engineering Data, letter, facsimile, electronic mail, message, or telephone to the appropriate EDSC (see attachment 4).

4.3.1.  “Emergency” and “Urgent” requests may be submitted using electronic mail or facsimile and must include the following information.

4.3.1.1.  Name, Address, DSN, FAX, & Commercial telephone numbers.

4.3.1.2.  JEDMICS Logon ID if assigned.  If no JEDMICS Logon ID has been assigned or requested, submit your request concurrently per 4.2.1 or 4.2.2 above.

4.3.1.3.  Electronic Mail Address

4.3.1.4.  Drawing/Part Number, Part Number, Cage Code of data requested.

4.3.1.5.  Applicable Weapon System

4.3.1.6.  Urgency of need: EMERGENCY or URGENT 

4.3.1.7.  Remarks

4.4.  Telephone Requests.  Telephone requests for engineering data will only be used for “EMERGENCY” demands.  An electronic message or AF Form 1147 facsimile will be submitted within one hour from the original telephone request.

4.5.  Digitizing.  The Category V EDSC will digitize requested engineering data for future direct JEDMICS access.

4.6.  Over-the-counter Requests.  Requests for the EDSC to provide engineering data over-the-counter or in hard copy media will be processed on an individual basis.  Negotiations between the customer and the responsible EDSC will be based on exceptions to the primary access policy because of system problems, large volumes of data, mission need, etc.  These types of requests will be documented on an AF Form 1147 or by providing the complete information required by the AF Form 1147.

4.7.  Alternate Source Authorization.  Delays in the delivery of data to an official Air Force Category V EDSC may cause that data to not be available.  Authorization of the controlling system program office (SPO) is required to obtain data from alternate sources and shall include full identification of the alternate source(s).  Such authorization shall be obtained each time an item of data is required until that data is available from the responsible EDSC.

4.8.  Retention.  Retention of data for permanent storage by the user requires a request through their local EDSC to obtain the data from the primary weapon system Category V EDSC.  Customers will assure the use of current data for their specific needs.  Permanent retention of data by a user is discouraged due to difficulties in maintaining that data current.  With current capabilities of digital access to available data, the rapidity of such access, and the obtaining of data digitally at the using site, past rationale for retaining permanent copies is no longer valid.  The exception being when the user has determined that when data contributing to the repair of equipment is of significant value to the “history” of that item, a copy may be included as part of the “cradle-to-grave” life cycle records.

4.9.  Special Actions.  When discrepancies such as illegible data, missing data, and mis-identified data occur, the user will notify the JEDMICS site providing the data and generate a request for correction.  AF Form 4264, JEDMICS User Action Request, provides a JEDMICS user action request format that may be electronically transmitted (fax or internet). 

4.10.  Other Requests for Engineering Data.  Requests for engineering data received from other than DoD sources are subject to specialized procedures.  Contact the appropriate EDSC listed in attachment 4 for further guidance.

4.10.1.  Non-DoD Government Agencies.  Requests received from non-DoD Government agencies by other than a Category V EDSC will be re-directed to a Category V EDSC for processing.  The Category V EDSC may, at it’s discretion and maintaining appropriate safeguards for the data requested, establish procedures similar to those for a DoD customer.

4.10.2.  Foreign Military Sales (FMS).  FMS requests for engineering data may only be accepted when received from the Air Force Security Assistance Center (AFSAC).  Requests submitted directly to an EDSC will be forwarded without action to AFSAC for processing.  Procedures for processing a properly submitted FMS request by a Category V EDSC are established based on Command and local guidance.

4.10.3.  Freedom of Information Act (FOIA).  When a non-government activity submits a request for engineering data citing or implying Freedom of Information Act (FOIA) status, the requirements of DoD 5400.7-R/Air Force Supplement, DoD Freedom of Information Act Program, must be applied in processing the request.  Requests submitted directly to other than a Category V EDSC will be referred to a Category V EDSC for processing.  Category V EDSCs establish processing procedures based on DoD 5400.7-R/Air Force Supplement, Command, and local guidance.

Section D – Engineering Data Enhancements and Change.

5.  Prohibited Practices.  Alteration, for any purpose, of engineering data obtained from an Air Force Category V EDSC is not permitted.

5.1  Engineering Change Orders.  If any need arises to alter, change, revise, etc., an item of engineering data, recommendation for the alteration or revision is documented on AF Form 3925, Engineering Order, AF Form 3926, Engineering Order (Continuation Sheet), and 
AF Form 3927, Engineering Order- Parts List Changes, per AFI 21-402, Engineering Drawing System, and submitted to the applicable program office for action.

Section E - Facilities

6.  Storage.  Facilities and procedures for the storage of data must provide protection from damage or deterioration to maximize data longevity.

7.  USAF Prescribed Forms:  1147, Request for Engineering Data, 4264, JEDMICS User Action Request, 4265, JEDMICS Access Request – Government Personnel.

___________________________________, USAF

DCS/Installations & Logistics

Attachment 1

GLOSSARY OF REFERENCES, ABBREVIATIONS, ACRONYMS, AND TERMS

References

DoD 5400.7-R/Air Force Supplement, DoD Freedom of Information Act Program

AFPD 21-4,  Engineering Data

AFI 21-401,  Engineering Data Storage, Distribution, and Control

AFI 21-402,  Engineering Drawing System

AFI 21-403,  Acquiring Engineering Data

MIL-HDBK-288,  Review and Acceptance of Engineering Drawing Packages

MIL-HDBK-331,  Directory of DOD Engineering Data Repositories

Abbreviations & Acronyms

	AFMC
	Air Force Materiel Command

	AFSAC
	Air Force Security Assistance Center

	CDRL
	Contract Data Requirements List  (DD Form 1423)

	DoD
	Department of Defense

	EDSC
	Engineering Data Support/Service Center (support center when referring to a primary DoD repository, service center when referring to a local base-level repository)

	FMS
	Foreign Military Sales

	FOIA
	Freedom of Information Act

	HQ
	Headquarters

	JEDMICS
	Joint Engineering Data Management Information and Control System

	MEDALS
	Military Engineering Data Asset Locator System

	MICAP
	Mission Capable


Terms

EDSC Activities—Activities that store and distribute engineering data.  For the purposes of this manual, these activities are generically referred to as an official repository. Within the Air Force there are five categories.  Categories I through IV are assigned to local base-level engineering data service centers.  The principal objective of a local base-level EDSC is to support maintenance activities.  Category V is designated as a primary DoD repository and is the only facility authorized to accept data deliveries for retention as official engineering data.  Functional description follows:

CATEGORY I EDSC—This EDSC is established to support a base or installation whose mission requires minimal engineering data.  These EDSCs do not maintain data files nor are they authorized to have any equipment for viewing and reproduction.

CATEGORY II EDSC—This EDSC is established to support a base or installation whose mission requires small amounts of engineering data.  These EDSCs do not maintain data files but may have equipment for viewing and printing copies of engineering data.  These EDSCs may requisition engineering data on a one-time basis.

CATEGORY III EDSC—This EDSC is established to support a base or installation whose mission requires individual items of data, some partial or complete sets of data, and the maintenance of data files.  These EDSCs requisition data on a one-time basis.  They are authorized to have equipment for viewing and printing copies of engineering data.

CATEGORY IV EDSC—This EDSC is established to support a base or installation whose mission requires complete sets of data.  These EDSCs must establish access to the Category V EDSC JEDMICS to establish and maintain their data files.  They are authorized to have equipment for viewing and printing copies of engineering data.

CATEGORY V EDSC—This EDSC is established to receive, store, maintain, and provide access to the official AF record copies of engineering data.  This EDSC is the only AF entity authorized to receive new data from contractors, subcontractors, vendors, and government design activities; process requests for copies of individual items and sets of data from government and nongovernment activities; provide automatic updates to Category III and Category IV EDSCs and to other individuals or activities as necessary.  These EDSCs are primary DoD repositories maintaining the official Air Force record copies of data, sets of data (reserve files), and have complete reproduction capabilities for that data.  These EDSCs also perform the local base-level EDSC operations for their respective bases.

Engineering Data.—Engineering documents such as drawings, associated lists, accompanying documents, manufacturer specifications and standards, or other information prepared by a design activity and relating to the design, manufacture, procurement, test or inspection of items.

Joint Engineering Data Management Information And Control System (JEDMICS)—Standard DoD program for management of approved engineering drawings and related digital technical data in the Army, Navy, Air Force and DLA. 

Attachment 2

Instructions:  AF Form 4265 - JEDMICS ACCESS REQUEST
PART I  (To be completed by User)

Block 1
ACTION REQUESTED:  (Check one that applies) For initial requests to access JEDMICS, check ADD.  If you are updating your information, check MODIFY.  If you are submitting your annual renewal, check RENEW.  If you no longer have a requirement to access JEDMICS, check DELETE and follow PART IV instructions.

Block 2
JEDMICS LOG-ON ID:  For initial action - password administrator use.  For modify/renew/delete action – user will supply information.

Block 3
JEDMICS DEVICE NUMBER:  For initial action, password administrator use.  For modify/renew/delete action - user will supply information.

Block 4
REQUESTER’S NAME:  Self-explanatory, include grade/rank.

Block 5
USER IP ADDRESS:  If you do not know your Internet protocol (IP) address, contact your network administrator to obtain the Base or Company Outside Firewall Address. (If more than one address is involved – list all).

Block 6
INITIAL ACCESS:  For password administrator use.

Block 7
WORK PHONE:  Self-explanatory.  Include area code with commercial numbers.

Block 8
FAX NUMBER:  Self-explanatory.  Include area code with commercial numbers.

Block 9
OFFICE MAILING ADDRESS:  Please provide complete mailing address including full office symbol, street address, city, state, and ZIP code.  If there is not a complete mailing address, we will be unable to send you requested information, as well as future mail-outs.

Block 10
OFFICE E-MAIL ADDRESS:  Self-explanatory.  NOTE: If access approved, the user will e-mail address changes to the appropriate ALC password administrator(s) to update their databases.  This will insure that the user will continue to receive appropriate messages.

Block 11
AFFILIATION:  Check applicable box and annotate your command.  If other than Air Force, annotate your service and command.  If you are a US Federal Government civilian employee, annotate the branch of service and command to which you are assigned.  Annotate if you are a US citizen.  If not a US citizen state your citizenship.

Block 12
USER AGREEMENT:  Read, Sign, and Date.

PART II  (To be completed by User's Security Manager)

Block 13 thru 18
Self-Explanatory:   Clearly type or print all information requested in addition to the signature

PART III  (To be completed by User's Supervisor/Approving Official)

Block 19
AUTHORIZATION:   Clearly type or print name, grade, and phone number of requestor’s supervisor/approving official in addition to the signature

MAILING INSTRUCTIONS:  Submit your request package, consisting of the AF Form 4265, Boeing Rights Guard and Limited (Proprietary) letters, to:


Local User:  Your local password administrator as identified in BLOCK 21.


Remote User:  OC-ALC password administrator, see BLOCK 21.

The process will take approximately 4-6 weeks.  Original signatures are required; therefore e-mail and FAX submittals will not be accepted.

JEDMICS ACCESS TERMINATION REQUEST FORM INSTRUCTIONS
PART IV   TERMINATION  (To be completed by User)

Block 1
ACTION REQUIRED:  To terminate JEDMICS access, check DELETE.

Block 2
JEDMICS LOG-ON ID:  For delete action - user will supply information.

Block 3
JEDMICS DEVICE NUMBER:  For delete action - user will supply information.

Block 4
REQUESTER’S NAME:  Self-explanatory, include grade/rank.

Block 7
WORK PHONE:  Self-explanatory.  Include Area Code with commercial numbers.

Block 20
TERMINATION:  Self-explanatory.

MAILING INSTRUCTIONS:  Submit your termination request to the appropriate password administrator address identified in BLOCK 21.  Original signatures are preferred; therefore e-mail and FAX submittals are discouraged.

Attachment 3

Instructions:  AF FORM 1147 - Request for Engineering Data
TO:  Insert the repository office symbol (See attachment 4)

FROM:  Insert the requester’s office symbol and full mailing address.

DATE:  Self-explanatory.

SECTION 1: ORIGINATOR Self-explanatory.  If you do not have an account number, leave Block “E” blank.  The EDSC may assign a generic number for processing.

SECTION 2: TYPE/DELIVERY DATA.  Self-explanatory.

SECTION 3: USE.  To properly complete the intended use block, insert one or more of the codes listed below.  If none of the intended use codes apply, insert a brief explanation of why the document(s) should be issued.  If a satisfactory reason is not provided, the requested document(s) may not be issued.  A remote field user will use codes “C”, “N” and “O” only.

Intended Use Codes:

	A
	Procurement

	B
	Government manufacture

	C
	Maintenance and overhaul

	D
	Cataloging

	E
	Standardization & interchangeability

	F
	Quality control - inspection

	G
	Provisioning

	H
	Overhaul

	I
	Interface Control

	J
	Service test

	K
	Design evaluation

	L
	Development

	M
	Installation

	N
	Repair

	O
	Modification

	P
	Performance evaluation

	Q
	Replacement of worn, torn, or lost data

	R
	Government requirements; multi-national production; and bi-lateral co-production


SECTION 4:  Fill in all available information for processing.
a.  REQUIREMENTS.  Self-explanatory.

b.  FOR USE BY EDSC.  Insert the rights-in-data information (limited or unlimited) and inform the requester, at time of delivery, when a delivery includes limited data.

SECTION 5: REMARKS.  May be used by either party to provide additional information/justification.  The EDSC will insert information such as an off site location that may have the data.

SECTION 6: GOVERNMENT RIGHTS ON ABOVE DRAWINGS WERE DETERMINED BY.  Repository clerks are to complete these entries when there is a need to verify whether previously restricted rights legends status has changed or there is a conflict between the legend that is on a drawing and the rights code that is applied to a document.  Validation is usually obtained from a designated data rights clerk.

SECTION 7:  N/A

Attachment 4
JEDMICS PASSWORD ADMINISTRATORS

	OC-ALC/LGLDOS

3001 Staff Drive, Ste 1AC83A

Tinker AFB OK 73145-3041

jedmics@tinker.af.mil
	VOICE


(405) 736-4422


DSN 336-4422

FAX


(405) 736-5295


DSN 336-5295



	OO-ALC/LGVPE

6032 Fir Avenue, Bldg 1237

Hill AFB UT 84056-5820

hill.jedmics@hill.af.mil
	VOICE


(801) 775-6078


DSN 775-6078

FAX


(801) 777-9079


DSN 777-9079



	WR-ALC/LGEDB

480 Second Street, Ste 200

Robins AFB GA 31098-1640

jedmics@robins.af.mil
	VOICE


(478) 222-3008/3009


DSN 472-3008/3009

FAX


(478) 926-4775


DSN 468-4775
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